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BACKGROUND OF THE INVENTION

Field of the Invention:

[0001] The present invention relates to a system and method for using a receive signal
strength indication and a transmit power level to determine the integrity of a link for use in
Layer II routing in a network, such as an 802.11 network. More particularly, the present
invention relates to a system and method for using indications of per-packet receive signal
strengths and per-packet transmit power levels to compute path losses for links between
nodes in a communication network, such as an 802.11 n;stwork, in order to select the most

suitable link over which to send data packets between the nodes.

Description of the Related Art:

[0002] In recent years, a type of mobile communications network known as an “ad-hoc”

network has been developed. In this type of network, each user terminal (hereinafter “mobile
node’) is capable of operating as a base station or router for the other mobile nodes, thus
eliminating the need for a fixed infrastructure of base stations. Accordingly, data packets
being sent from a source mobile node to a destination mobile node are typically routed

through a number of intermediate mobile nodes before reaching the destination mobile node.
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Details of an ad-hoc network are set forth in U.S. Patent No. 5,943,322 to Mayor, the entire
content of which is incorporated herein by reference.

[0003] More sophisticated ad-hoc networks are also being developed which, in addition
to enabling mobile nodes to communicate with each other as in a conventional ad-hoc
network, further enable the mobile nodes to access a fixed network and thus communicate
with other types of user terminals, such as those on the public switched telephone network
(PSTN) and on other networks such as the Internet. Details of these types of ad-hoc networks
are described in U.S. patent application Serial No. 09/897,790 entitled “Ad Hoc Peer-to-Peer
Mobile Radio Access System Interfaced to the PSTN and Cellular Networks”, filed on June
29, 2001, in U.S. patent application Serial No. 09/815,157 entitled “Time Division Protocol
for an Ad-Hoc, Peer-to-Peer Radio Network Having Coordinating Channel Access to Shared
Parallel Data Channels with Separate Reservation Channel”, filed on March 22, 2001, and in
U.S. Patent Application Serial No. 09/815,164 entitled “Prioritized-Routing for an Ad-Hoc,
Peer-to-Peer, Mobile Radio Access System”, filed on March 22, 2001, the entire content of
each of said patent applications being incorporated herein by reference.

[0004] As can be appreciated by one skilled in the art, when a node sends packetized data
to a destination node, the node typically checks its routing table to determine whether the
destination node is contained in its routing table. If the destination node is contained in the
node’s routing table, the data is transmitted via a path that leads to the destination node. If
the destination node is not listed in the node’s routing table, then the packet is sent to one or
more other nodes listed in the node’s routing table, and those other nodes determine. if the
destination table is listed in their routing tables. The process continues until the data packet
eventually reaches the destination node.

[0005] In these types of ad-hoc networks, the algorithms that are used to determine the
path of intermediate nodes via which the data packets are routed between source and
destination nodes are typically based on the shortest distance between the source and
destination nodes or, assuming that the data packet transport medium is wireless, the least
power required to perform the routing. However, such algorithms do not necessarily produce
a predictable delivery of data packets. For example, routing of data packets can be delayed
due to congestion in intermediate nodes. Also, delivery failure of data packets can occur on
noisy radio links between nodes. Moreover, because many of the nodes are mobile, the

conditions of the links can be constantly changing.



[0006] In addition, other factors such as the signal strength at which a data-packet is
received by a node over a link, as well as the power level at which the node finds it necessary
to transmit a data-packet over the link, provide an indication of the integrity of the link.
Currently, ad-hoc wireless communications networks, and especially those employing
terminals which operate in accordance with 802.11 standards, do not take into account the
received signal strength or the transmitted power level when determining the suitability of a
link for use in sending data packets between nodes. Details of the 802.11 standards are set
forth 1in ISO/IEC 8802-11, ANSVIEEE 802.11 “Information Technology -

Telecommunications and Information Exchange Between Systems - Local and Metropolitan

i Area Network Specific Requirements”, Part 11: Wireless Medium Access Control (MAC)

and Physical Layer (PHY) Specifications, the entire contents of which being incorporated
herein by reference. Also, a description of the 802.11 standard is found in a book by Bob
O’Hara and Al Petrick entitled JEEE 802.11 Handbook: A Designer’s Companion, IEEE,

L 1999, the entire contents of which being incorporated herein by reference.
g [0007] Accordingly, a need exists for a system and method which enables wireless ad-
)

Bt

hoc communications network, such as an 802.11 network, to evaluate the integrity of a link
between nodes based on the strength at which a signal is received over the link and
transmission power level at which a signal is transmitted over the link, in order to determine

whether to use the link for data packet routing between the nodes.

SUMMARY OF THE INVENTION

[0008] An object of the present invention is to provide -a system and method for
computing the path loss along a link between nodes in a wireless ad-hoc communications
network using transmitted power level information contained in a received data packet and
the receive signal strength indication (RSSI) at which the data packet is received.

[0009] Another object of the present invention is to provide a system and method for
enabling a node, such as a mobile user terminal, in a wireless communications network, such
as an 802.11 network, to compute the path loss along a link between itself and another node
using the per-packet RSSI and the per-packet transmitted power level of data packets

received and transmitted over that link, to thus determine the suitability of that link.



‘ s ‘
‘ . .

[0010] A further object of the present invention is to provide a system and method that
provides for improved communication between nodes in an ad-hoc wireless communications
network, in particular, an 802.11 network, by allowing the nodes to select the path having the
least loss as a medium for transporting packets.

[0011] These and other objects are substantially achieved by providing a system and
method for evaluating at least one communication link between a transmitting node and a
receiving node in a communications network, such as a wireless ad-hoc communications
network in accordance with the 802.11 standard. The system and method perform the
operation of assigning respective link quality values to the respective communication links
based on a transmit power level (TPL) value at which the respective data packets were
transmitted by the transmitting node over the respective links, a received sensitivity (RS)
value of the receiving node receiving the data packets, and a receive signal strength
indication (RSSI) value provided by the network for each respective link. The system and
method can examine a content of a data packet being sent between the two nodes to
determine the TPL, and can receive the RSSI value from a physical layer of the
communications network. Accordingly, the system and method can determine which link
that additional data packets are to be sent by the transmitting node to the receiving node via
the communication link based on the link quality values. ~Speciﬁcally, the link having the
highest link quality value is selected.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] These and other objects, advantages and novel features of the invention will be

more readily appreciated from the following detailed description when read in conjunction
with the accompanying drawings, in which:

[0013] Fig. 1 is a block diagram of an example of an ad-hoc wireless communications
network employing a system and method for evaluating the integrity of links between nodes
according to an embodiment of the present invention;

[0014] Fig. 2 is a block diagram illustrating an example of components of a node

employed in the network shown in Fig. 1;
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[0015] Fig. 3 is a block diagram depicting a comparison of path loss for two routes
between nodes in the ad-hoc wireless communications network shown in Fig. 1 according to
an embodiment of the present invention; and

[0016] Figs. 4 and 5 are timing diagrams illustrating an example of operations performed
for computing a quality value for a link between nodes in the network shown in Fig. 1

according to an embodiment of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
[0017] Fig. 1 is a block diagram illustrating an example of an ad-hoc packet-switched

wireless communications network 100 employing an embodiment of the present invention.

Specifically, the network 100 includes a plurality of mobile wireless user terminals 102-1

through 102-n (referred to generally as nodes or mobile nodes 102), and a fixed network 104

1ir

having a plurality of access points 106-1, 106-2, ...106-n (referred to generally as nodes or

access points 106), for providing the nodes 102 with access to the fixed network 104. The
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fixed network 104 includes, for example, a core local access network (LAN), and a plurality
of servers and gateway routers, to thus provide the nodes 102 with access to other networks,
such as other ad-hoc networks, the public switched telephone network (PSTN) and the
Internet. The network 100 further includes a plurality of fixed routers 107-1 through 107-n
(referred to generally as nodes or fixed routers 107) for routing data packets between other
nodes 102, 106 or 107.

[0018] As can be appreciated by one skilled in the art, the nodes 102, 106 and 107 are
capable of communicating with each other directly, or via one or more other nodes 102, 106
or 107 operating as a router or routers for data packets being sent between nodes 102, as
described in U.S. Patent No. 5,943,322 to Mayor and in U.S. patent application Serial Nos.
09/897,790, 09/815,157 and 09/815,164, referenced above. Specifically, as shown in Fig. 2,
each node 102, 106 and 107 includes a transceiver 108 which is coupled to an antenna 110
and is capable of receiving and transmitting signals, such as packetized data signals, to and
from the node 102, 106 or 107, under the control of a controller 112. The packetized data

signals can include, for example, voice, data or multimedia.
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[0019] Each node 102, 106 and 107 further includes a memory 114, such as a random

access memory (RAM), that is capable of storing, among other things, routing information

pertaining to itself and other nodes 102, 106 or 107 in the network 100. The nodes 102, 106

and 107 exchange their respective routing information, referred to as routing advertisements
or routing table information, with each other via a broadcasting mechanism periodically, for
example, when a new node 102 enters the network 100, or when existing nodes 102 in the
network 100 move. A node 102, 106 or 107 will broadcast its routing table updates, and
nearby nodes 102, 106 or 107 will only receive the broadcast routing table updates if within
broadcast range (e.g., radio frequency (RF) range) of the broadcasting node 102, 106 or 107.
For example, assuming that nodes 102-1, 102-2 and 102-7 are within the RF broadcast range
of node 102-6, when node 102-6 broadcasts its routing table information, that information is
received by nodes 102-1, 102-2 and 102-7. However, if nodes 102-3, 102-4 and 102-5
through 102-n are out of the broadcast range, none of those nodes will receive the broadcast
routing table information from node 102-6.

[0020] An example of the manner in which the integrity of a link is evaluated in
accordance with an embodiment of the present invention will now be discussed with
reference to Figs. 1-4. Specifically, an embodiment of the present invention uses the available
per-packet receive signal strength indication (RSSI) from an 802.11 physical layer combined
with the per-packet transmitted power level to evaluate the path loss along a link for a packet
sent within the network 100, which in this example is an 802.11 wireless network as
discussed in the Background section above.

[0021] The per-packet path loss is used as a metric that determines the integrity of a link
between two 802.11-compliant nodes 102, 106 or 107, as well as the probability that future
packets will be successfully transmitted on the link between the two nodes. Routing
algorithms in Layer II of the network 100, which is known as the switching layer as can be
appreciated by one skilled in the art, can use this probability to eliminate links that have a low
probability of successful packet delivery.

[0022] Referring to Fig. 3, four nodes 102-1, 102-2, 102-3 and 102-4, which are also
identified as nodes NO, N1, N2 and N3, respectively, are depicted as forming two routes. The
first route comprises nodes NO, N1 and N3, while the second route comprises nodes NO, N2

and N3. In this example, node NO is the origination node and node N34 is the destination



TR
.

Py e T - B
R N S I R T

L R T T
spier e »

= 4U AT AT AT .ﬂ"‘ﬁ =

B i
et iyt sonts mseet? Meens Hosits

| . - - \ . .

node, while nodes N1 and N2 are intermediate nodes. An example of the manner in which
an embodiment of the present invention computes path loss will now be discussed in detail
with respect to Figs. 3-5.

[0023] As shown in Figs. 4 and 5, each node NO through N3 in the network 100
periodically broadcasts routing advertisements to other nodes within its broadcast range. In
this example, node N3 broadcasts routing advertisements to nodes N2 and N1 which are
within the broadcast range of node N3. A broadcast routing advertisement includes
information in its header pertaining to the transmit power level (TPL) in Decibels (Dbm).
That is, prior to transmitting a packet, the controller 112 of node N3 causes this information
to be included in the header of the packet. The RSSI is available from the 802.11 physical
layer implementation Also, each node knows its receive sensitivity (RS), which is the lowest
level signal strength at which a received signal containing a data packet can be received in
order for the node to be able to successfully recover data from the received data packet. In
other words, any signal received with a value less than the threshold RS value will be viewed
as noiée. The following equation represents an example of the manner in which the value of
the link quality ratio (LQR) of the link from node N3 to node N2, and from node N3 to node
N1, can be calculated that yields a ratio which can be used to measure the per packet link

quality between wireless nodes in the network 100:
LQR =1 - (TPL (Dbm) - RSSI (Dbm))/ (TPL (Dbm) - RS (Dbm))

[0024] In this example, each node NO through N3 in Fig. 3 has a TPL value of 20 Dbm.
Node NO has an RS value of -90 Dbm, nodes N1 and N2 each have an RS value of -85 Dbm,
and node N3 has an RS value of -95 Dbm. In this example, the RSSI for the link from node
N3 to node N2 is -70 Dbm, and the RSSI for the link from node N3 to node N1 is -80 Dbm.
Accordingly, applying the LQR equation to the TPL, RS and RSSI values at node N2, a LQR

value can be calculated by the controller 112 of node N2 as follows:
1 - [((20 Dbm - (-70 Dbm))/(20 Dbm -(-85 Dbm))] = 0.142 LQR

[0025] The RSSI value for the link between nodes N3 and N2 is -80 Dbm. Applying the

LQR equation as shown results in:



1 - [((20 Dbm - (-80 Dbm))/(20 Dbm - (-85 Dbm))] = 0.048 LQR

[0026] As indicated, the route from node N3 to node N1 has a higher LQR value that the
route from node N3 to node N2, which indicates that the route from node N3 to node N1 has
a higher integrity level and there is thus a higher probability that future packets taking this
route will have better success than if they took the route from node N3 to node N2. As
further shown in Figs. 4 and 5, node N1 broadcasts a routing advertisement to nodes NO and
N3 which are in the broadcast range of node N1. Nodes NO and N3 calculate the respective
LQR based on these received routing advertisements in the manner described above. It is
further noted that the routing advertisements broadcast by node N1 includes information
pertaining to the calculated LQR for the link from node N3 to node N1. Node N2 also
broadcasts a routing advertisement to nodes NO and N3 which are in the broadcast range of
node N2. It is further noted that the routing advertisements broadcast by node N2 includes
information pertaining to the calculated LQR for the link from node N3 to node N2.

[0027] The respective controllers 112 of nodes NO and N3 thus calculate the respective
LQR based on these received routing advertisements in the manner described above. It is
also noted that node NO is not shown as broadcasting any routing advertisements to any of the
nodes within its broadcast range because, as discussed above, node NO in this example is an
origination node that sends a data packet to a destination node N3, and thus its routing
advertisements are irrelevant for purposes of this description.. However, like all nodes, node
NO would broadcast routing advertisements to the nodes in its broadcast range.

[0028] Furthermore, because node NO is the origination node in this example, and is
sending a data packet to destination node N3, the controller 112 of node NO also calculates
the aggregate link quality ratio (ALQR) for the two paths, namely, the path including nodes
NO, N1 and N3, and the path including nodes NO, N1 and N3. Hence, node O calculates the
ALQR for the path including nodes NO, N1 and N3 by adding the LQRs for the links N3 to
N1 and N1 to NO as calculated above. The ALQR for this path is calculated to be 0.135 as
shown in Fig. 5. Similarly, node O calculates the ALQR for the path including nodes NO, N2
and N3 by adding the LQRs for the links N3 to N2 and N2 to NO as calculated above. The
ALQR for this path is calculated to be 0.324 as shown in Fig. 5. Assuming that all other
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variables are equal, the controller 112 of node NO chooses the path having the highest ALQR,
namely, the path including nodes NO, N2 and N3

[0029] As noted before, the check for LQR is done with fhe delivery of each packet.
Thus, the technique according to the embodiment of the present invention described above
provides a means of determining the best route on a continuous basis. Therefore, the
mobility of the nodes 102 does not have a major effect on the quality of packet transmission
for the wireless network 100. Furthermore, a running average of the LQR can be maintained
by the source node NO to determine the probable link reliability and can be used in
determining which potential route to select. That is, over time, the LQR of the respective
links can be accumulated to provide a more statistically meaningful measure of the quality of
the links.

[0030] It can be assumed that future packets taking the selected route will also have a
higher LQR value. However, as noted above, the check for LQR values is done
continuously. Therefore, future selected routes can change based on the LQR values
changing for presently used routes. For example, presently used routes can have LQR values
that diminish. In another example, presently used routes can maintain the same LQR value,
but unused routes can have an increase in LLQR value.

[0031] It will also be appreciated by those skilled in the art that although the technique is
described above in relation to 802.11 protocols, the technique invention can be modified to
include other protocols and still fall within the scope of the present invention. For example,
the techniques described above can be employed in other types of wireless mediums, such as
Home RF, Bluetooth, and so on.

[0032] Although only a few exemplary embodiments of the present invention have been

described in detail above, those skilled in the art will readily appreciate that many

‘modifications are possible in the exemplary embodiments without materially departing from

the novel teachings and advantages of this invention. Accordingly, all such modifications are

intended to be included within the scope of this invention as defined in the following claims.
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